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Cryptography is a technique that is generally used in security in the process of exchanging
information in the form of text messages, picture messages, or others involving two or more
users. There are many types and classifications of cryptography developed to date that are able
to provide security for the information sent. Modern cryptography that is popular and widely
used is the Rivest Cipher (RC4) algorithm. RC4 cryptography is a type of stream cipher, which
processes units or input data at one time. This research will use a combination of several
message character lengths, namely 50, 100, 250, 500, 1000, 2500, 5000, 10000 characters, and
tested using several key lengths, namely 5, 10, 25, 50, 100 characters. from testing with message
length parameters and keys then the results will be compiled into a table and described into an
image for easy understanding. Research results show it can be concluded that the length of the
key used in encryption does not significantly affect the effectiveness of the system processing
time. In addition, the length of the text has a big influence in determining the length of the
system process in encrypting and decrypting messages. the more the number of characters that
will be sent, the higher the processing time required to perform the security process once using

the RC4 GGHN cryptography algorithm.

INTRODUCTION

Cryptography is a technique that is generally used in security in
the process of exchanging information in the form of text
messages, picture messages, or others involving two or more
users. There are many types and classifications of cryptography
developed to date that are able to provide security for the
information sent [1]. One type of secure cryptography is
asymmetric cryptography or commonly known as modern
cryptography. Asymmetric cryptography uses an information
security approach by using the same keyword to encrypt the
plaintext and decrypt the ciphertext [2]. Symmetric encryption is
the oldest and fastest encryption algorithm in terms of
performance. Modern cryptography that is popular and widely
used is the Rivest Cipher (RC4) algorithm [3][4]. RC4
cryptography is a type of stream cipher, which processes units or
input data at one time[5]. In this way, both encryption and
decryption can be performed at variable lengths [6]. This
algorithm does not have to wait for a certain number of input data
before processing or adding additional bytes to encrypt it. The
RC4 encryption method is very fast, approximately 10 times
faster than the Data Encryption Standard (DES) [7]. In several
studies that review the RC4 algorithm, one of which has been

https://doi.org/10.30743/infotekjar.v6i2.4531

developed is by finding two new ciphers, named Sheet Bend and
Bowline, developed by expanding RC4 to 32 bits or from a byte-
oriented model to a word-oriented model. This new algorithm is
called RC4(n, m) [8]. Later, the name GGHN was adopted for this
code after the initials of its designers namely Gong, Gupta, Hell,
and Nawaz[9]. The GGHN algorithm has a processing time of 3-
5 times faster than RC4 [10]. One source of GGHN's high security
is the large size of its secret internal state. Several studies that
analyzed the three RC4 floating algorithms namely RC4+, RC4
NGG and, RC4 GGHN stated that the RC4 GGHN algorithm
provided a faster encryption time than the RC4+ algorithm by a
difference [11]. Then the avalanche effect obtained by analyzing
the five RC4 variants, namely VMPC, RC4+, RC4A, NGG, and
GGHN using the SAC and BIC criteria which were extended to
stream ciphers stated that the VMPC, RC4+, and GGHN variants
have met both of these criteria which describe performance,
security, and stable usability [12].

Based on the above background, the problem in this study is about
how the performance of the application of the GGHN algorithm
by using a combination of message lengths is used and then
calculating the processing time of each testing stage.
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GGHN cipher is an acronym for the name of the first character of
the family name of four co-authors namely Gong, Gupta, Hell,
and Nawaz [9] who then proposed a way to expand RC4 from a
byte-oriented model to a word-oriented model [13]. The GGHN
algorithm has two parts: Key Scheduling Algorithm (KSA) and
Pseudo-Random Generation Algorithm (PRGA) as given below
in Figure 1 and Figure 2. Due to the structure of RC4 being quite
elegant, has attracted deep cryptanalysis in many studies, still, the
cipher is quite safe for 128-bit key size if used with care [14]. One
of the limitations of RC4 is that its output generation is in bytes
(8-bits) and it is natural to extend the idea to word-oriented output
(4 or 8 bytes in general) which will result in a faster keystream.
A 32 or 64-bit processor is ready for such applications [15]. To
store an 8-bit permutation, one needs only 28 bytes, but to store a
32-bit permutation, one requires a large array of 232 words (1
word = 4 bytes). Since this is impractical, there have been some
attempts to work with small random arrays only, not complete
random permutations. For example, one can refer to the cipher
GGHN which does look as simple and elegant as follows:

Input: S-Box S: an m-bit integer array of N = 2" locations, initially loaded
with certain predefined value;
Input: Key array K: an m-bit integer array of [ locations;
Input: An integer r for number of rounds;
Output: Pseudorandom S-Box S and a pseudorandom m-bit integer k;
G=0k=0,t=0,M =2
while ¢ < do
fori=0,...,N-1do
j = (j+ Sli] + K[i mod I]) mod N;
Swap S[i] « S[j];
S[i] = (S[i] + S[3]) mod M;
k = (k+ S[i]) mod M;
end
t=t+1;
end

Fig. 1. GGHN-Key Scheduling Algorithm (KSA) [16]

Input: S-Box § and integer k from GGHN-KSA(n,m);
Qutput: m-bit Keystream words z
i=0,5=0M=2m;
while Keystream is generated do

i=(i+ 1) mod N;

4= (i + S[]) mod N;

k= (k+ S[j]) mod M;

z = (S[(S[i] + S[j]) mod N] + k) mod M;

S[(S[¢] + S[i]) mod N| = (k + S[z]) mod M;

end
Fig. 2. GGHN-Pseudo-Random Generation Algorithm (PRGA)
[16]
METHOD

At this stage, the methodology for conducting tests using
variations in the number of characters will be explained to
determine the performance of the RC4 GGHN cryptography
algorithm as follows:

A. Studying literature

At this stage regarding theoretical studies that support research
B. Data collection

Collects files containing message characters with different
alphabet of 50, 100, 250, 500, 1000, 2500, 5000, 10000
characters. Collects random key for encryption and decryption
with different alphabet of 5, 10, 25, 50, 100
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C. Analysis and Testing Methods

At the data analysis stage, the settlement will be carried out using
the RC4 GGHN cryptographic algorithm. The solution steps
include:

1)  Perform calculations and record comparison of key
length with processing time

2)  Perform calculations and record processing time with
different lengths of text

3)  From testing with message length parameters and keys
then the results will be compiled into a table and
described into an image for easy understanding

RESULT AND DISCUSSION

These experiments are conducted on the Windows 10 Ultimate
which has 64-bit architecture Intel Core i5 processor and 4096
MB RAM. The results of testing with messages that have a
varying number of characters is presented in table 1 and the
results of testing with message length variation can be seen in
table 2 as follows:

Table 1. Key Length Variables

Key
No Lentgth Key
1 5 pQoZ9
2 10 E300hZUGB3
3 25 swmukhXjAEuWswSpgq9EACNUQc
4 50 PADCLYYFxe2M58ZAUOXDphRT
RYfy5V1voGnT2M1upV1fgsiTfQ
A3pppvAlcrizwAIB5Sn0U7
fyGldkyu9jxpMaSKOqg43
5 100 EyfnfJliVNSr8jFHMpTa
RrWG4FBmMhZDK5TRm9
USFZTZs5RnqCITugwdwy

Table 2. Message Length Variation

Text
N M
0 Length essage

1 50 Cryptography is the study of secure
communication
Cryptography is the study of secure ... sender

2 100 .
and intend

3 250 Cryptography is the study of ... associated to
encryption

4 500 Cryptography is the study ... microdots or
merging. Ancient

5 1000 Cryptography is the study ... recipient for
decryption

6 2500 Cryptography is the study ... that way only
you can

7 5000 _Crprography is the study ... do not reveal the
identity

8 10000 Cryptography is the study ... of data through
a one-way
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Table 3. Encryption Running Time Testing

Encry | Text Key Length

ption | Length | 5 10 25 50 100
1 50 0,0449 | 0,0412 | 0,0438 | 0,0471 | 0,0401
2 100 0,0503 | 0,0493 | 0,0581 | 0,051 | 0,0527
3 250 0,0627 | 0,0578 | 0,0615 | 0,0597 | 0,0642
4 500 0,0735 | 0,0689 | 0,0797 | 0,0715 | 0,0795
5 1000 | 0,0819 | 0,0846 | 0,0827 | 0,0801 | 0,0869
6 2500 | 0,0983 | 0,0936 | 0,0954 | 0,0921 | 0,0918
7 5000 | 0,1041 | 0,1019 | 0,1121 | 0,119 | 0,1095
8 10000 | 0,1205 | 0,1245 | 0,1195 | 0,1301 | 0,1384

Table 3 describes the test using a combination of key length and
text length. From the above test, it can be seen that the processing
time value increases with the increasing number of characters. but
the processing time with the key combination does not affect the
encryption process time.

Table 4. Decryption Running Time Testing

Decry | Text | KeylLength

ption | Length | 5 10 25 50 100

1 50 0,0367 | 0,0359 | 0,0337 | 0,0319 | 0,0268
2 100 0,0417 | 0,0484 | 0,0427 | 0,0426 | 0,0397
3 250 0,076 | 0,0712 | 0,0788 | 0,0729 | 0,0727
4 500 0,1532 | 0,1597 | 0,1499 | 0,1252 | 0,1539
5 1000 0,1986 | 0,1914 | 0,1836 | 0,1944 | 0,1982
6 2500 | 0,2337 | 0,2355 | 0,2334 | 0,2312 | 0,2837
7 5000 0,2712 | 0,2981 | 0,2682 | 0,2802 | 0,2638
8 10000 | 0,3198 | 0,3754 | 0,3137 | 0,3073 | 0,3275

Table 4 describes the test using a combination of key length and
text length. From the above test, it can be seen that the processing
time value increases with the increasing number of characters. but
the processing time with the key combination does not affect the
encryption process time.

When compared to the encryption and decryption process, it can
be seen that the characters of 50 and 100 encryption have a longer
processing time than decryption. however, at 250 to 1000
characters, encryption has a shorter time than decryption. so that
it can be concluded that the encryption process with a large
amount of time has a more concise time and the decryption
process with fewer characters will result in a shorter processing
time than encryption

Based on tables 3 and 4 above, the results of testing with a
combination of key lengths with varying message text lengths
have been obtained. To make it easier to understand, the
description is explained in graphic form which can be seen in
figure 3 — 7 for encryption and figure 8-13 for decryption.
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Fig. 3. Encryption Running Time Testing with Key Length 5
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Fig. 4. Encryption Running Time Testing with Key Length 10
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Fig. 5. Encryption Running Time Testing with Key Length 25
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Fig. 6. Encryption Running Time Testing with Key Length 50
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Fig. 7. Encryption Running Time Testing with Key Length 100
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The combination of testing with several variations of the length
of the text and the length of the key found that the length of the
key used for the encryption process does not affect the running
time but the length of the text does affect it. it can be seen from
figure 3-7 which shows an increase in processing time as the
number of text characters tested increases.
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Fig. 8. Decryption Running Time Testing with Key Length 5
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Fig. 9. Decryption Running Time Testing with Key Length 10
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Fig. 10. Decryption Running Time Testing with Key Length 25
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Decryption Running Time with Key Length 100
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Fig. 12. Decryption Running Time Testing with Key Length 100
CONCLUSIONS

The combination of testing with several variations of the length
of the text and the length of the key found that the length of the
key used for the decryption process does not affect the running
time but the length of the text does affect it. it can be seen from
figure 8-2 which shows an increase in processing time as the
number of text characters tested increases.

Based on the analysis of data testing in research, as a material
for further research development, it can encrypt several types of
files at once and add a picture-in-text feature to secure a more
varied message
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